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IT MANAGED SERVICES

Regardless of whether your organization is a Small-to-Medium Sized Business or a Global Enterprise Class Environment,
don’t leave your organization’s future and critical systems to chance;

Let proven Experts Maximize your IT Investment

AuroraSecurity.com provides your organization with best-in-class IT Managed Services and a variety of flexible options.
Regardless of the size and complexity of your organization’s IT environment, you can rest assured that it is being professionally
managed by IT professionals who truly care about your environment and are ready to assist 24/7/365 days a year.

IT INFRASTRUCTURE & BUSINESS TECHNOLOGIES

Today’s businesses and their bottom line are only as good as their IT infrastructure and the technologies they rely on. If your IT
capabilities are poorly designed and integrated — your organization will suffer. By choosing Aurora Security to manage your IT
capabilities, you get the added benefit of proven global security expertise to identify and address constantly evolving threats your
organization faces in today’s cyber landscape.

HELP DESK SUPPORT

Professional IT Support and IT Help Desk Services for your business and personnel 24/7/365 days a year. Why? We understand
systems, data, resources and time has real value. Help eliminate downtime, technical issues, & excuses...Start maximizing
solutions and productivity by Contacting Aurora Security today.

Aurora Fusion Centers™

* United States of America
* United Kingdom
* Colombia

* Singapore

Summary IT Services

v'  Extensive IT Services and Support IT Systems Design & Deployments Regulatory Requirements

v Web, Ecommerce, & App Development SEO Business Continuity

v" Cloud Services Amazon EC2, Microsoft Azure, etc. Confidential Data Protection
v Servers, Desktop, Mobile Industry Leading Anti-Malware Data & Log Management

v"  E-mail Systems Threat Protection Expert Data Recovery

For A Comprehensive List of IT Services, Please Contact Us...

AURORASECURITY.COM
info@aurorasecurity.com
+1 800 470 0988 +1 212 537 9397

©2018 Avrora Information Security & Risk, LLC. All Rights Reserved.
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General Inquiries:
info@aurorasecurity.com

Investigatory Support:
cfi@aurorasecurity.com

Security Control Assurance

Aurora can help ensure that security controls
have a proficient strategy and implementation
plan, are operating as expected, and are cost
effective.

Security controls fall into four domains that,

when integrated effectively, provide continuous
asset protection.To minimize risk and maximize

return-on-investment it is imperative controls
are applied consistent with protection and in-

vestment payoff. Aurora can help you integrate

your security controls into an effective protec-
tion framework to reduce risk and increase
return-on-investment.

Predict
* Threat Intelligence
* Business Impact Intelligence
* Vulnerability Intelligence
* Risk Intelligence

Prevent
* Application Software Security
* Boundary Defense

+ Continuous Vulnerability Assessment
and Remediation

» Controlled Access Based on Need to Know
* Controlled Use of Administrative Privileges
¢ Cryptography

* Data Loss Prevention

* Inventory of Authorized and
Unauthorized Devices

* Inventory of Authorized and
Unauthorized Software

* Limitation and Control of Network Ports,
Protocols, and Services

AURORASECURITY.COM
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* Malware Defenses

* Penetration Tests and Red Team Exercises
* Personnel Security and Secure Culture

* Physical Security

* Policy, Standard, Guideline, Practices

* Secure Configurations for Hardware
and Software on Laptops Workstations
and Servers

* Secure Configurations for Network
Devices such as Firewalls, Routers
and Switches

* Secure Network Engineering

* Security Skills Assessment and
Appropriate Training to Fill Gaps
* Wireless Device Control

Detect
* Account Monitoring and Control
¢ E-Discovery
 Maintenance, Monitoring, and
Analysis of Security Audit Logs
* Network Monitoring
* System Monitoring

Respond
* Cyber Forensics and Investigations
* Litigation Support
* Data Recovery
* Incident Response
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Classic Security Services

Aurora’s solutions and services were
developed by industry experts and are
delivered by industry experts.VVe believe
the greatest value we can provide is to

‘do it once and do it right’.

CYBER INVESTIGATIONS
AND LEGAL SUPPORT

Strategic Cyber Forensics
& Investigations

You need to manage an incident proficiently,
minimize immediate business impact, and
identify various courses of action while ensuring
objective and proper evidence identification,
collection and preservation.

Breach Investigations

You believe your business has been breached.
You need to understand multi-dimensional con-
cerns, explore several options, develop a best
plan of action, and put objective and genuine
global expertise to use.

Forensic Data Collection

You need to provide confidential forensically-
sound data snapshots of computers or complex
network systems without business disruption.

Advanced Data Recovery

You need to retrieve important lost data from
typical to sophisticated data storage devices
or systems.

Certified Forensic Data Destruction
You need targeted or complete data destruc-
tion assurance by experienced global network
forensic experts to help ensure information is
irrecoverable on specific systems, devices or
throughout the enterprise.

AURORASECURITY.COM
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SECURITY ASSESSMENT
Penetration Testing

You wish to ensure critical applications,
IT infrastructure and devices are resistant
to compromise.

Vulnerability Assessment
You wish to ensure applications, IT infrastructure
and devices meet a minimum security baseline.

Social Engineering and Physical
Security Assessment

You wish to protect business assets from
unauthorized physical access and manipulation.

Network Architecture
Security Assessment

You wish to ensure unprivileged network
threats will not compromise the network
or network assets.

Information Security Management-
System Assessment

You wish to ensure a proficient organization
protection strategy and implementation plan
is in place, is operating as expected, and is
cost effective.

Site Health Check

You wish to determine the risk state of a
business, business unit, partner, and merger
or acquisition target.
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Aurora Protection Assurance™
Aurora Protection Assurance™ is the only Enterprise
effective means to ensure that your business * E-Commerce
and critical assets are protected from constantly ¢ Cloud Computing
evolving threats. The proven ‘Check-Up, Diag- * Remote Offices, Partners, Mergers and
nosis and Treatment’ cycle discovers business Acquisitions
risk, diagnoses root causes, applies a pragmatic * Critical Business Assets and Operations
treatment strategy and tactical action plan + Small and Medium Business Total Security’
to mitigate risk quickly while eliminating
risk recurrence. Critical Infrastructure

« SCADA

* Financial Services
* Healthcare Services

Government
« Compliance
« PCI DSS
+ SOX and GLB
* HIPAA and Meaningful Use
* Data Privacy and Identity Theft

Aurora Protection Assurance™ is
uniquely designed to help you protect
these and other critical business
capabilities, assets and regulatory
requirements with a high degree of

success and cost-efficiency.

AURORASECURITY.COM
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LEVEL 3

Comprehensive Security
Assurance program

‘, Business Asset Protection
Assurance™ programs

LEVEL |
Expert Security Services

Advanced Security Services

Aurora Protection Assurance™ is based on a set of advanced security services specially developed
by Aurora’s experts to assure effective protection of ‘what matters most' to your business. Taking a
structured and holistic approach, Aurora’s advanced security services can be independently applied
or, for maximum protection, integrated to deliver an enterprise-wide solution to adaptively mitigate
risk from constantly evolving threats.

1. Aurora Phoenix™ 4. Aurora Data Loss Prevention™

You wish to ensure the information security strategy Comprehensive identification and validation of where
and implementation is accountable, cost-effective, and confidential information resides, how it is being used,
tailored to your organization’s needs. maintained and secured, and whether your organization is

in compliance with internal and external guidelines.

2. Aurora Archangel™ 4.a Aurora Intellectual Property Assurance™
Risk management and security review, done to the US Quick assessment of your organization’s data to assist in
Department of Homeland Security critical infrastructure answering three key questions; where is my company's
protection specifications by those who created and wrote confidential data, how s it really being used, and are we
the US National Infrastructure Protection Plan (NIPP). appropriately preventing confidential data loss?

2.a Aurora Physical Security Assurance™ 5. Aurora e3™ Red Team

A targeted risk assessment or single incident investigation You wish to ensure critical business assets and opera-
support related to infrastructure and non-data related tions are resistant to compromise from realistic and
security concerns. probable threats.

3. Aurora CFI/e-Discovery® 5.a Aurora e3™ Pulse

You need an unbiased, well respected, and proven e- You wish to ensure the proficiency of key security
Discovery, cyber forensics and advanced data recovery controls and capabilities responsible for protecting your
program to support stakeholders, e.g. legal, regulatory, business's critical assets and operations.

security, incident response, and data recovery demands.

3.a Aurora IRIS™

You discover that you've had an incident; you need to
find out what happened quickly and objectively while
identifying and preserving evidence as appropriate.

AURORASECURITY.COM
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Investigating an information security incident ...

When you need an unbiased response to an incident.

When your organization suffers an information
security incident, you have a crisis on your hands.
Incidents often involve a degree of uncertainty,
and you may not know its origin — internal or
external. “Due diligence” on your part requires

that you get to the bottom of the incident and
make the necessary and correct decisions. You
need quick answers, but they have to be good
answers, expert answers, unbiased answers.
That's why Aurora Information Security & Risk®
created its Quick Read™ Incident Response
Investigatory Support™ (IRIS™).

IRIS™ provides a rapid, tactical, single incident
investigation of the event.VWe support your
internal teams by providing an external, ex-
pert, and unbiased perspective. IRIS™ takes a
comprehensive, 3-dimensional approach, making
sure all relevant cross-channel input and multti-
disciplinary considerations are taken into

AURORASECURITY.COM

account. This helps eliminate tunnel vision, there-
by contributing to better-informed decisions.

During an incident, evidence is highly perishable.
IRIS™ ensures that intra-investigative decisions
avoid burning critical bridges that limit future
options. And to better protect your business
assets, discoveries from an incident investigation
may be seamlessly upgraded into the Aurora
CFl/e-Discovery® program, which may be useful
for subsequent criminal, civil, regulatory, fact-
finding, employee misconduct investigations,

or for business intelligence purposes.

IRIS™ provides a rapid, tactical, single

incident investigation of the event.

At the completion of the IRIS™ service, you'l
have an impartial report on the incident's
impact, a holistic picture of what happened,
identification of potentially serious concealed
risks, and a cost-effective remedial plan.

When you have a potentially serious incident,
you need expertise, perspective, and impartiality.
Contact the experts at Aurora today for
additional information or a proposal.
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Proven legal, audit, & government e-investigatory support...

Bring in the experts who've been there.

An audit, a regulatory issue, or criminal or civil
proceedings can trigger a need to identify,
collect, and preserve electronically stored
information (ESI).When you or your client has
such a need, you want to bring expert help in
quickly, because electronically stored information

can be difficutt to find, assess, and preserve. But
you need experts who have broad experience,
maintain absolute confidentiality, and understand
courts’ rules with respect to evidence — both

its admissibility and its ability to withstand
challenges.

Aurora’s expertise has been developed and
honed in some of the world's largest and most
sophisticated e-Discovery cases, breaches, data
leakage, asset identification, intellectual property
theft, fraud, hacking, whistle blowing, network
wiretaps, including DOJ, FSA, SEC and other
matters. We've also provided support in less
complex situations, such as data collection and
preservation in internal or external misconduct
investigations. We've been there — across the
board — and we've done it.

AURORASECURITY.COM

Aurora CFl/e-Discovery® offers e-Discovery,
cyber forensics investigations, and an integrated
suite of capabilities. VWe take a comprehensive, 3-
dimensional approach, making sure that all
relevant cross-channel input and multi-disciplinary
considerations are taken into account. But more

than that, we develop an investigation support
work plan with clients to ensure confidentiality

and support business continuity, minimizing po-
tential disruptions. Getting the facts is imperative,
but the business must also remain operational.

Aurora’s expertise has been developed
and honed in some of the world’s
largest and most sophisticated

e-Discovery cases.

Aurora’s global experts are experienced

in working across borders and continents to
support the efforts of legal counsel, senior
client leadership or operational teams. Contact
Aurora today for additional information or

a proposal and quote.
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Aurora CFl/e-Discovery & ..an exclusive capability.

There aren't too many instances when a com-
pany can actually offer something that's truly
unique, something none of our competitors
have, something that just doesn't exist else-
where on the market — and save you money
in the process. That's Aurora CFl/e-Discovery”

Aurora CFl/e-Discovery® offers an integrated

suite of powerful solutions that enable your
organization to address virtually any e-Discovery,
cyber forensics investigation, or security inci-
dent both proactively and reactively. As a result,
you're able to make well-informed decisions
when incidents occur, and better able to
minimize their cost and impact.

Aurora CFl/e-Discovery® utilizes a compre-

hensive, 3-dimensional approach, analyzing
cross-channel input and taking multi-disciplinary
considerations into account, thereby eliminating
tunnel vision.The result is delivery of a power-
ful decision-making matrix that expands your
organization's options on its most sensitive
matters, criminal or civil proceedings, regulatory
issue resolution, audits, and internal and external
misconduct investigations.

Aurora’s global experts work cooperatively

to support internal or external counsel, senior
leadership and operational teams.VWe ensure
strict confidentiality throughout investigative and
reporting processes, and bring an objective and
impartial perspective to every situation.This can
be especially important in determining whether
the incident is caused by an external adversary
or by an employee, whether through error or
intentionally.

Aurora CFl/e-Discovery® can be provided

either on an external or insourced basis. It's de-
signed to significantly reduce your organization’s
e-Discovery spending, accelerate your incident
response capability, and enhance your internal
audits and information security posture. Contact
Aurora today for additional information or a
proposal and quote.
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Addressing your information security needs . ..

You think you're protected. But do you know!?

You may think your organization’s information is
secure. But what if it's not? The fact is, you may
be more vulnerable to a malicious attack than
you believe.

The cyber-landscape today is littered with
organizations that have suffered through
internally-or externally-caused attacks on their
revenue systems, intellectual property, and
client data. An attack on key assets can cost
you more than money. It can cause damage to
your reputation in the eyes of your customers
and the public, loss of competitive advantage,
regulatory issues, and even a depressed share
price. Any organization that's been through
even one fairly minor event will agree that the
benefits of proactive protection far outweigh
their costs.

AURORASECURITY.COM

Aurora Information Security & Risk® can help
you be more confident about your system’s
protection effectiveness. Aurora Quick Read™
e3 Pulse™ provides a tactical measurement of
your business risk, efficiently and inexpensively.
Aurora Quick Read™ e3 Pulse™ uses a five-step
process to measure your system'’s risk, based on
a limited sample of business or IT assets.You'l
receive scored results with potential remedial
actions, so you'll know whether your informa-
tion is safe, and even more important, what to
do ifit's not.

Aurora Quick Read™ e3 Pulse™
provides a tactical measurement of your

business risk, efficiently and inexpensively.

Do you have confidence in your information
security program'’s effectiveness? Why guess
when you can know? Contact Aurora today
for additional information or a proposal

and quote.
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You know you need a plan.What is it?

How do you ensure that your business
assets are protected? Penetration tests,
vulnerability scans, or security audits can help,
but these exercises can only go so far. They

might illuminate a weakness in a specific area,
but that's just one small sample. However,
what about the rest of your business assets?
Or; even if nothing was uncovered, can you
conclude that the assessment ruled out
everything? And, are the assessments focused
on what really matters, the things that keep
you in business?

You need a stronger, more proactive approach
to ward off disruptions and harm to your
critical business assets, and to get more

value out of your expenditure. That's where
Aurora e3 Red Team™ comes in.The name

has a military derivation, as it mimics inter-

nal and external threats from an adversary's
perspective. Aurora e3 Red Team™ provides
a tailored plan, a proven structure, and an
effective delivery mechanism to address what
really matters to your business. Aurora e3
Red Team™ diagnoses the health and safety
of all your critical business assets, not just
technology, and provides unbiased ‘checks and
balances' necessary to minimize risk on an on-
going basis. This can be delivered either on an
external or insourced basis.

Aurora e3 Red Team™ provides proof of your
information security program’s effectiveness. If
gaps exist, you get a holistic and cost-effective
plan to deal with the risk. Knowledge builds
confidence. Contact Aurora today for addi-
tional information or a proposal and quote.
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Creating value from your information and physical security program...

Aurora Phoenix™ ... powerful returns on your spend.

At Aurora, we take an unconventional view to
information and physical security spending. We
see its importance not just in providing protec-
tion, but managing risk at acceptable cost.

Your spending only has value if it integrates
effective protection with efficient risk/reward
mitigation.

But Aurora Phoenix™ does more than com-
bine world-class protection assurance with
targeted risk management — it creates a com-
prehensive security strategy. It's a risk/reward-
based strategy, focused not just on technology,
and physical security controls, but a holistic
package that takes into account people, pro-
cesses, costs, and effectiveness measurement
to determine whether your program actually
delivers true value.

Aurora Phoenix™ utilizes a proprietary four-
phase approach to identify, build, and nurture
the appropriate strategy for your organization.
The phases assess your current status, report

AURORASECURITY.COM

on urgent issues and important ‘quick win'
action steps, outline a roadmap for interim
and longerterm improvements, and provide
people, process, technology and physical se-
curity considerations to increase protection,
eliminate wasteful spending, and demon-
strate an improved return on investment.

Aurora Phoenix™ can be implemented

in phases, enabling you to measure its
effectiveness as you move forward. Aurora
Phoenix™ is exclusively provided on an
insourced basis, and always customized

to your needs and requirements.

Aurora Phoenix™ does more than
combine world-class protection
assurance with targeted risk manage-
ment — it creates a comprehensive
information and physical security
controls security strategy.

Isn't the biggest issue with your information
and physical security program not its cost
but its value? Contact Aurora today

for additional information or a proposal
and quote.
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